SO Y TE QUANG NINH CONG HOA XA HQI CHU NGHIA VIET NAM

BV LAO KHOA - PHUC HOI CHU'C NANG Déc 1ap - Tw do - Hanh phuc
S6: 574/TB-BVLKPHCN Ha Long, ngay 14 thang 9 nam 2023
THONG BAO

Veé viéc moi bao gia “Dich vu cdu hinh, cai dit hé thong thiét bi mang,
h¢ thong may chu, hé thong wifi, h¢ thong luu trir”
tai Bénh vién Lao khoa — Phuc hoi chirc nang

Kinh guri: Quy cong ty, t6 chirc, doanh nghiép, don vi kinh doanh c6 chuyen
mon vé cau hinh, cai dat hé thong thiét bi mang, hé thong mdy chii, hé thong
wifi, hé thong luu trix.

~ Bénh vién Lao khoa - Phuc‘hc;)i chure nang ¢6 nhu cau tiép nhan bao gia
dé tham khao xay dung gia goi thau, lam co s¢ t0 chirc Iwa chon nha thau cho
goi thau “Dich vu cau hinh, cai dat h¢ thong thiét bi mang, hé thong may
chi, hé thong wifi, hé¢ thong luu trir” tai Bénh vién Lo khoa — Phuc hdi chirc
nang vaoi ndi dung cy thé nhu sau:

I. Thong tin ciia don vi yéu ciu bio gia

1. Pon vi yéu cau bao gia: Bénh vién Lao khoa — Phuc hoi chirc ning.
Dia chi: Phuong Dai Yén, thanh phd Ha Long, Quang Ninh

2. Thong tin lién hé ciia ngudi chiu trach nhiém tiép nhin bio gia:

-‘Bé Pham Thi Hoa, thanh vién Ho1 déng mua sam Bénh vién Lo khoa —
Phuc hoi chirc nang. S6 di¢n thoai lién h¢: 0383 390 176.

- Email: hdmsbvlkphcn@gmail.com

3. Cach thirc tiép nhén bso gia:

- Bdo gia gui qua duong buu dién, hodc chuyén tryc tiép chuyén dén dia
chi cua don Vii Bénh vién Lao khoa — Phuc hoi chirc nang, dia chi: Phuong Pai
Yén, thanh pho Ha Long, Quang Ninh

- Qua Email: hdmsbvlkphcn@gmail.com

4. Thoi han tiép nhan bao gia: Trude 16h00° ngay 24/9/2023.

Céc bao gia nhan duogc sau thoi diém néu trén sé khong dugce xem xét.

5. Thoi han ¢6 hi¢u lyc caa bao gia: Téi thiéu 90 ngay ké tir ngdy bao gia
dg’n vi cung cap dich vu cau hinh cai dat thi€t bi hién c6 theo danh muc cong khai
de nghi chao gia cua don vi.

I1. Ndi dung yéu cau bio gia:

1. Quy Cong ty, doanh nghi¢p, don vi cung cap théng tin bao gia ddi
v&i danh muc dich vu gom:

(Theo Phu luc c“z’z'nh kem)
2. Yéu cau bao gia:



- Quy Céng ty, doanh nghiép, don vi quan tdm vui 1ong cung cap: Béo gia
toan bd danh muc tai Phu luc 1.

- Thoi gian hiéu luc cua bao gia: Tdi thiéu 90 ngay ké tir ngay bao gia.

- Bang cung cip dich vu va béo gia: Theo mau tai Phu luc 2.

3. Ho so giti kem 01 b gom:

- Ban cting Gidy phép hoat dong

- Ban cimg Phu luc 2

- USB ban mém (chtra théng tin bao gia theo Phu luc 1; Gidy phép hoat
dong ban Scaner; Bang bao gia Scanner).

- Cac tai liéu lién quan khac.

4. Lwu y: Bénh vién xem xét khong tong hop bao gia trong cac trudng
hop sau:

- Khong c6 bao gia ban cting duoc ky ngudi ¢ tham quyén;

- Khong cung cép tai liéu chimg minh thong s6 k¥ thuat, phan loai;

- Khong c¢6 thong tin r6 rang nhu dia chi, s6 dién thoai, email hodc ky bdi
nguoi khong co tham quyén.

Bénh vién Lio khoa - Phuc héi chirc ning tran trong thong bao./.

Noi nhén: GIAM POC
- Nhu trén; p

- HDMS-BVLKPHCN; VA - -
- Phong QLCL&CNTT (dang tai lén CTTDT); [ iomonmuci e

- Luu: VT, TCHC. t\ it ¢

CHiCNANS 7



PHU LUC 1
NOI DUNG CHI TIET YEU CAU VE CAU HINH THIET BI
(Phu luc ban hanh kém theo Théng bdo sé 574/TB-BVLKPHCN ngay 14/9/2023
ctia Bénh vién Lao khoa — Phuc héi chirc nang)

STT

Noi dung yéu cau cau hinh va cai dat trén thiét bi hién cé tai don vi

May chii Juniper Primergy RX2450 (Cai dit, cAu hinh trén thiét bi hién cé tai don vi)
Céu hinh cai dt toi thiéu gdm céc chirc nang sau:

Cai dat VMware ESXi Ién may chu

Cai dit cac thong s6 BiOS theo khuyén cio

Cau hinh Raid

Tao va gan Virtual disks dé cai dat hé diéu hanh

Céu hinh boot settings

Céu hinh cong quan tri

Cai dat VMware ESXi1

Céu hinh cac thong s6 co ban: IP, hostname, domain. ..
Cap nhat cac ban va cho ESXi

Céu hinh password

Map volume tr SAN

Cai dit va cau hinh multipathing software

Create a datastore

Phan vung, dinh dang va dat tén cho VMFS Partition
Céu hinh Active Adapters

Kiém tra host tfile system or share/export connectivity
Céu hinh Power Management

Céu hinh Time Synchronization




STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Cau hinh Name Resolution

Cai dat va cdu hinh vCenter

Chuan bi méi trudng cai dit vCenter: My chu, hé diéu hanh, cdu hinh co ban cho hé diéu hanh
Cai dat cac thanh phan vCenter server:

vCenter server

vSphere Client

vSphere Update Manager

vCenter Authentication Proxy

Cau hinh IP, Username, Password

Tao Datacenter in vCenter Server

Tao va cdu hinh Cluster cho may chi méi

Add ESXi host(s) intthe Cluster

Tao va cau hinh Cluster cho may chu cii

Add ESXi host(s) intthe Cluster

Tao va cau hinh resource pool in vCenter Server
Enable EVC and set it tthe latest compatibility level
Tao va cdu hinh vNetwork Distributed Switch (VDS)
Tao dvPortgroup on VDS

Add vmnic from host tVDS uplink by selecting the appropriate dvPortgroup.
Add redundant vmnic from host to VDS uplink..
Configure all Network Adapters for a maximum speed
Céu hinh Lag cho cac cong uplink

CAu hinh uplink cho cac interface ctia host

CAu hinh Port/Port Group




STT

Noi dung yéu cau cau hinh va cai dat trén thiét bi hién cé tai don vi

CAu hinh VMkernel Port

CAu hinh Trunk Port (Trunking)

Cai dat va ciu hinh Web Client service

Tao va quan ly vCenter Server Inventory

CAu hinh DataCenter and Cluster within vCenter
Cau hinh HA/DRS cluster

Céu hinh VMotion or Live Migration

Quan ly License keys

CAu hinh tich hop Radius Server

CAu hinh phan quyén tai khoan quan tri

CAu hinh monitoring vSphere

Céu hinh alerts and warning for hosts and VMs
Tao Virtual machine Template

Tao may ao

Cai dit h¢ diu hanh

Thiét bi SAN SWITCH - (EBRG61A Brocade G610) (Cai dit, cau hinh trén thiét bi hién c6 tai don vi)
CAu hinh cai dat t6i thiéu gom cac chirc ning sau:

Khoi tao ciu hinh

Céu hinh front-end

C4u hinh cac thong s6 co ban: Name, IP quan tri, IP Heartbeat. ..

Céu hinh storage ports

CAu hinh mang: [P addresses, gateway, hostnames, SNMP, NTP, va DNS

Céu hinh system setting

Céu hinh bao mat
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STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Céu hinh quan tri
CAu hinh phan cimg lién quan dén luu trit 43 1én ké hoach
Cai dat va cau hinh phan mém quan 1y luu trit trén tram quan 1y duoc xac dinh trude

Tu dia lwu trir SAN — ET205SBU (Cai diit, cAu hinh trén thiét bi hién cé tai don vi)
CAu hinh cai dat téi thiéu gdbm cac chirc ning sau:
Khoi tao cau hinh

CAu hinh 6 cimg: 6 ctng st dung, hotspare

Céu hinh Raid

3 CAu hinh storage pools, volumes, va profiles

Tao va cau hinh volumes/virtual disks

Tao server folder, server

Assign/map volumes/virtual disks tservers

Kiém tra két ndi dén cac may chu

Partition and format assigned volumes/virtual disks

Thiét bi dinh tuyén Router SRX320 (Cai dit, cau hinh trén thiét bi hién c6 tai don vi)
CAu hinh cai dat téi thiéu gom cac chirc ning sau:

BASIC

Banner

Tén thiét bi

Domain name

Time

DNS

NTP

Console




STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Pit mat khau dang nhap qua Console

Gidi han idle time cho phién két ndi console
AUX

Pit mat khau ding nhap AUX

Gi6i han idle time cho phién két ndi console
Phan quyén tai khoan theo céc level: quan tri, xem cau hinh, van hanh
Management IP

CAu hinh quan trj in band

Céu hinh quan trj out of band

Logging

LAYER 3 ROUTING

Interface VLAN, sub Interface

Static Routing

Default Route

Static Route

Summarize Route

Policy Based Routing

Load Balancing Route

Policy Based Routing- Filter Based Routing
Stub, not-so stubby, totally stubby area
Thiét 1ap local address va neighbor address

H¢é thong chuyén mach trung tim — EX4600-40F (Cai dit, cau hinh trén thiét bi hién c6 tai don vi)
3) Céu hinh cai dt toi thiéu gom céc chirc nang sau:
BASIC




STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Banner

Tén thiét bi

Domain name

Time

DNS

NTP

Céu hinh dich vu SSH hozc HTTPS
Console

Pit mat khau dang nhap qua Console

Gidi han idle time cho phién két ndi console
CAu hinh x4c thuc bang tai khoan local trén thiét bi
Phan quyén tai khoan theo cac level: quan tri, xem cau hinh, van hanh
Management IP

Céu hinh quén tri in band

CAu hinh quan tri out of band

Logging

Backup file ciu hinh trén thiét bi

VLAN

Tao VLAN ID, name, description

Trunking

Céu hinh mode trunk trén port

Allow VLAN can thiét dugc phép di qua
Description

Cau hinh Native VLAN




STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Access

Céu hinh mode access trén port
Gan VLAN vao Access Port
Span Port

Tt cac port khong str dung
Spanning Tree

Bat cac tinh nang: RSTP+, RSTP
Link Aggregation

Céu hinh b6 cong trén switch
Céu hinh LACP trén cong bo
C4u hinh HA thiét bi
Management network

Static Routing

Interface VLAN, sub Interface
Default Route

Static Route

Stacking

BACKUP

Backup OS

Backup céu hinh

Thiét bi chuyén mach 24 cong — EX2300(Cai dit, cau hinh trén thiét bi hién cé tai don vi)
Céu hinh cai dt t6i thiéu gdm céac chirc ning sau:

BASIC

Banner




STT

Noi dung yéu cau cau hinh va cai dat trén thiét bi hién cé tai don vi

License

Tén thiét bi

Domain name

Time

DNS

NTP

Céu hinh dich vu SSH hozc HTTPS

Gidi han idle time cho phién két ndi SSH, HTTPS
Console

Pit mat khau dang nhap qua Console

Gi6i han idle time cho phién két ndi console
Gi6i han idle time cho phién két ndi console
Management IP

Céu hinh quén tri in band

CAu hinh quan tri out of band

Logging

Quan tri file cAu hinh

Tao tai khoan cho phép doc file cdu hinh
Backup file cau hinh vé may chu luu trit
Backup file ciu hinh trén thiét bi

Pit thoi gian tu dong déy file cau hinh

Céu hinh SNMP

Céu hinh community string

Céu hinh SNMP trap




STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Bo twong lira (Firewall) - SRX345 (Cai dit, cAu hinh trén thiét bi hién c6 tai don vi)
CAu hinh cai dat téi thiéu gdm cac chirc ning sau:

Khoi tao cu hinh

Céap nhat firmware

CAu hinh cac thong sd co ban: Hostname, user, password, time. ..
Kich hoat license

Quan 1y login timeouts

Cau hinh DNS, SNMP, NTP

CAu hinh password policy

Céu hinh zone

CAu hinh interface

CAu hinh Alias Name

CAu hinh addresss mode

Cau hinh dia chi IP

Disable access WAN Interface

T4t cac giao thire khong sir dung (DHCP relay, pptp, arp forward, Ildp...)
Céu hinh quén tri

Céu hinh IP quan tri

C4u hinh bao mat console

Céu hinh chinh sach truy cap chadmin

Cau hinh redirect HTTP tHTTPS

CAu hinh Certificate

Céu hinh routing

Céu hinh routing
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STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

Céu hinh Policy routing

Céu hinh Firewall Objects

Cau hinh Address Objects

CAu hinh Group Objects

CAu hinh Service Objects

Céu hinh firewall policy

Céu hinh Protocol Option

Céu hinh céc chinh sach truyén géi tin bang security policy
Céu hinh céc Security policy rule

Céu hinh céc Security policy Elements

Céu hinh Redirect traffic logs ra hé théng Log Server ngoai
Cau hinh chinh sach bamat DoS

CAu hinh bao mat giira ving may cht ndi bo va ving may chu DMZ
CAu hinh UTM Profile

CAu hinh Antivirus Profile

Cau hinh Web filter Profile

CAu hinh Application control Profile

CAu hinh Intrusion Protection Profile

CAu hinh Email filter Profile

Céu hinh Data leak prevention Profile

Vulnerability Scan Profile

Céu hinh NAT policy

Céu hinh AV Policy

Céu hinh Web Filtering
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STT Noi dung yéu cau cau hinh va cai dit trén thiét bi hién cé tai don vi

CAu hinh DN filter

Céu hinh DDoS va Intrusion Prevention Option

CAu hinh Application & IPS Signatures

Céu hinh Application control

CAu hinh Anti-Spyware

CAu hinh High Availability (HA)

CAu hinh active-active HA

CAu hinh quan 1y session giira cac thanh vién trong HA
CAu hinh Application rules and dashboard visualization
CAu hinh cic mAu application tiy chon

Cau hinh bao céo, canh béo

Céu hinh logging, times, ma hoa log

Quan 1y giao thirc ICMP

CAu hinh monitor

Thiét bi quan 1y va diéu khién Wireless — RFS4010 (Cai dit, cau hinh trén thiét bi hién cé tai don vi)
CAu hinh cai dat t6i thiéu gom cac chirc ning sau:
Cau hinh IP, Username, Password

8 Tao SSID

Céu hinh chinh sach xac thuc

Céu hinh bao mat

Thiét bi phat Wifi khong day — AP-8432-680B30 (Cai diit, cAu hinh trén thiét bi hién c6 tai don vi)
9 Céu hinh cai dit t6i thiéu gdm céac chirc ning sau:

Céu hinh khéi tao thiét bi
Céu hinh dia chi IP
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STT

Noi dung yéu cau cau hinh va cai dat trén thiét bi hién cé tai don vi

Cau hinh SSID
Céu hinh password
Céu hinh chinh sach an toan thong tin




PHU LUC 2
BAO GIA
(Phu luc ban hanh kém theo Théng bdo sé 574/TB-BVLKPHCN ngay 14/9/2023
ctia Bénh vién Lio khoa — Phuc héi chirc nang)

Kinh gtri: Bénh vién Lao khoa - Phuc hoi chie nang

1. Trén co s& yéu cau bao gia cla.... [ghi 16 tén ciia Chii dau tw yéu cau bdo gia], ching toi .... [ghi tén, dia chi ciia
nha cung cdp; trieong hop nhiéu nha cung cdp cing tham gia trong mét bdo gid (goi chung la lién danh) thi ghi ré tén, dia
chi cua cac thanh vién lién danh] bao gia cung cép dich vu céu hinh, cai dat hé théng thiét bi mang, hé théng may chu, hé
théng wifl, hé théng Iuu trir nhu sau:

Y . Pon gia (da bao s 1 e . A
STT Da‘n h myc M0 ta dich vu SO. gidy phep Pon vi tinh | S6 lwong gdm VAT) .Fhl phi d!c}l ve Thanh tién Ghi Chu
dich vu kinh doanh (VND) lién quan (néu co) (VND)
(9) =
1) ) @) (4) (®) (6) @) ®) (6)x(7) + (10)
(8)

1

2

3

2. Béo gia nay c6 hiéu luc trong vong: .... ngay, ké tir ngdy ... thang ... nam ... [ghi cu thé sé ngdy nhung khéng nhé
hon 90 ngay], ké tir ngdy ... thang... nam... [ghi ngdy ....thang...ndm... két thiic nhdn bdo gia phit hop véi théng tin tai khodn
4 Muc I - Yéu cdu bdo gid].

3. Chung t6i cam két:




- Khong dang trong qua trinh thuc hién thu tuc giai thé hodc bi thu hdi Gidy chimg nhan dang ky doanh nghiép hodc
Gidy chimg nhan diang ky ho kinh doanh hodc cac tai liéu twong duong khéc; khong thudc truong hop mat kha ning thanh
toan theo quy dinh ctia phap luat vé doanh nghiép.

- Gia tri néu trong bao gia 1a phu hop, khéng vi pham quy dinh ctia phap luat vé canh tranh, ban phé gia.

- Nhitng thong tin néu trong bao gia 1a trung thuc.

...... , ngay.... thang....nam....

Dai dién hep phép ciia nha cung cap®
(Ky tén, dong ddau (néu co))
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